Annual
Report
2020 / 21

GD 2021/0033

Contents
Foreword

1

The FIU

2

The People

2

The Annual Strategic Plan Success

5

The International Partnerships

8

The Technology

9

The 2021/22 Annual Plan

10

The Statistics

11

Foreword
Due to the untimely death of the Attorney General, John Quinn QC MLC in
December, it falls to me to present the Annual Report 2020/21 for the Isle of Man
Financial Intelligence Unit (“FIU”). The Attorney General was the driving force
behind the establishment of an independent FIU, and, as Chairman of the FIU
Board, a staunch supporter of its work. His contribution in this important field, as in
so many, will be greatly missed.
Each year the FIU publishes a report providing an account of its activities over the
past year, with this being the fifth such report. The Report outlines the exercise of
the functions of the FIU and provides an assessment of the extent to which the
FIU’s Annual Plan, as set out in its Strategic Delivery Plan for 2020/21 (GD
2020/0016) has been carried out.
The FIU Director, Phil Hunkin, who brings a wealth of experience from his previous
roles as Head of Guernsey’s Economic Crime Division and as Head of FIU Cook
Islands has now been well established within the FIU since November 2019. Phil
has restructured the FIU into two core areas; Operations and Knowledge which has
supported the growing importance of strategic analysis to identify trends and
methods of money laundering and terrorist financing and to develop measures
against these threats. The FIU has filled the three Financial Intelligence Officer
vacancies with individuals that bring experience from the Constabulary, payroll and
tax advisory industries and Doctorate level research from the medical profession.

Walter H. Wannenburgh
H.M. Solicitor General
Chair of the FIU Board

In terms of the FIU’s intelligence gathering function, 2020/21 showed an increase
over the previous year’s figures. The number of suspicious activity reports
increased by 31%. To assist with this increase and to make processes more
effective the FIU has continued to invest in improvements to its online reporting
system, Themis. The FIU has also continued to invest in the development of its
staff, having implemented a staff training and development programme. Several
staff have successfully received qualifications from recognised industry providers.
It is hoped that this report will be of value to all of the FIU’s stakeholders and to the
public to enable all to better appreciate the nature and value of the work the FIU
undertakes. Money laundering methods are becoming increasingly complex, with
those involved developing strategies to circumvent measures put in place to
combat money laundering. International Finance Centres, such as the Isle of Man,
must be nimble in recognising the changing threats and adjusting its defensive
measures. The FIU plays a key role in this process and is guided by its strategic
objectives as set by the FIU Board. I am pleased to report that the FIU has been
able to carry out the objectives set by the FIU Board in the FIU’s Strategic Delivery
Plan for 2020/21.
The FIU and the FIU Board are committed to the FIU continuing to make the
improvements required in order that the FIU may play its role in pro-actively
combatting global financial crime and both terrorist and proliferation financing and
protecting the Island’s future making the Isle of Man a safe and secure place to do
business.
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The FIU
The FIU is now in its fifth working year since it was established as a statutory
body on 22 April 2016 by the Financial Intelligence Unit Act 2016 (the “Act”). The
strategic priorities of the FIU are determined by the FIU Board which is made up
of H.M. Attorney General (Chair), the Chief Constable and the Collector of
Customs & Excise. The functions of the FIU are exercised by its Director, subject
to any directions given by the Board, and are set out in Section 5 of the Act:

Phil Hunkin
FIU Director

“It is the
FIU’s aim to
ensure that
criminals do
not profit
from crime”



Receiving, gathering, analysing, storing and sharing information about
financial crime (whether in the Island or elsewhere);



Assisting with the prevention and detection of crime, and in particular,
financial crime (whether in the Island or elsewhere);



Cooperating with law enforcement agencies;



Contributing to the reduction of crime, and in particular, financial crime and
to the mitigation of its consequences.

It is the FIU’s aim to ensure that criminals do not profit from crime, either within
the Island or internationally by identifying financial crime, countering money
laundering and detecting both the financing of terrorism and proliferation. Where
criminals have made material gain, the FIU will support all legitimate actions to
restrain and ultimately confiscate the resulting proceeds and other crime related
assets. In addition, the FIU is committed to assisting in ensuring that the Isle of
Man is not involved with the financing of terrorism or proliferation. Whilst the Isle
of Man’s risk of being directly affected by an act of terrorism is considered very
low, the Island is nonetheless called upon to combat the financing of terrorism,
either directly or indirectly.
The FIU has been a member of the Egmont Group of FIUs since 1999, when the
FIU was a function of the Constabulary's Financial Crime Unit. At time of
publishing there are 167 member FIUs in the Egmont Group.

The People
The Director
Phil Hunkin was appointed as the Director of the FIU in November 2019 and has
brought a wealth of experience from his previous roles as Head of the FIU Cook
Islands and Guernsey Border Agency.
Phil was an Assistant Chief Officer of the Guernsey Border Agency and was Head
of the Economic Crime Division for 8 years which included Guernsey’s FIU. More
recently and prior to his appointment into the IOM FIU, Phil was Head of the Cook
Islands FIU. In 2015, after Phil completed MONEYVAL’s 5th Round Training
Seminar for Evaluators and in 2018, he was part of the Asia Pacific Groups (APG)
Mutual Evaluation Team of the Solomon Islands as the Law Enforcement and FIU
expert.

2

Phil has led on Law Enforcement and FIU responses for Guernsey’s Mutual
Evaluations by the IMF in 2010 & MONEYVAL in 2014, and he has also
contributed to the APG’s mutual evaluation of the Cook Islands. Phil has
extensive international experience and has served as acting chair of the Egmont
Groups Training Working Group and as a Vice Chair of the Technical Assistance
and Training Working Group. He held the role of Egmont’s BECA coordinator for 9
years and contributes as a MONEYVAL AML/CFT expert. Other international work
undertaken by Phil includes 10 years as a member of Camden Asset Recovery
Inter-Agency Network.

The Team
The FIU currently has a complete and highly skilled team with no further
vacancies available. The FIU has an array of team members with a wide range of
knowledge and experience, with some members just starting in their careers and
others that have been in this sphere for over 35 years.

“Operations
&
Knowledge”

Our organogram illustrates that our structure comprises of the Director and
Operations Manager, previously a Detective Inspector in the Isle of Man with
extensive experience of the investigation of serious and organised crime in the
UK, who oversee the efficient running of the FIU. The FIU also has the benefit of a
Legal Advisor who divides her role between the ICART and FIU providing
valuable cross-over, at a senior level, between the two units. Support is also
provided by the other members of the Senior Management Team which is
comprised of two Supervisors, an IT Lead and a Senior Analyst who all have vast
experience and skills from careers in the Constabulary, the Gambling Supervision
Commission, technology and banking industries and postgraduate degree level
education.
The FIU’s main business then falls under two sections – Operations and
Knowledge. This highlights an increased focus on the FIU’s performance around
the prevention, detection and reduction in financial crime on the IOM; and to
enhance the performance of the FIU in achieving and evidencing substantial
compliance with the international standards set by FATF.
The operation section ensures that the day-to-day core functions of the FIU are
delivered and is separated into Alpha and Beta syndicates for the management of
caseloads and ongoing operations. This section consists of eight Financial
Intelligence Officers (FIOs) who undertake the intelligence gathering and
dissemination to both international and domestic agencies. At the time of writing
the 2019/2020 Annual Report, there were three FIO vacancies which have now all
been filled. The new recruits are of a high calibre and bring their experience from
the Constabulary, payroll and tax advisory industries and Doctorate level
education from the medical profession. They joined the existing FIOs who have
experience in Customs & Excise, the military, the Constabulary, and compliance
roles in the regulated industry.
The Knowledge section addresses the FIU’s requirement to identify and
understand the risks of money laundering and terrorist financing, both within the
IOM and internationally. This area provides a high level of focus to the
development of strategic analysis products to mitigate current and emerging risks
with the aim to prevent, detect and reduce financial crime on the IOM. This
section initially comprised of the Senior Analyst, IT Lead and Administration
Officer who have the expertise to extract and analyse data from a range of
internal and external sources in order to fulfil the strategic aims of the FIU. It was
recognised that this is a growing and important area for the FIU and subsequently
a Project Analyst was appointed from the existing FIOs in order to assist in the
provision of statistics and analysis.
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The Annual Strategic Plan Success
The FIU’s Strategic Annual Plan for 2020-2021 was the first of its kind initiated by
our new Director and has been a great success.
The FIU has made significant progress in all the four pillars that were the basis of
the plan, these were:
Provide a high level of focus to the development of analysis products both
operational and strategic;
Provide support to the Economic Crime Unit, to seek an improvement in the use
of financial intelligence to successfully investigate and prosecute moneylaundering offences, and confiscate the proceeds of crime;

“The FIU has
made
significant
progress in all
the four
pillars”

Develop and improve access to the widest possible range of financial intelligence;
Focus on the development of knowledge and skills for combatting the emerging
threats from crypto-enabled crime and convertible and non-convertible virtual
currencies.
The plan was ambitious and mirrored the FIU’s desire for continuous improvement
and therefore there are elements of the plan that will continue into future years’
work.

Pillar 1
To identify, assess and understand the money laundering and terrorist
financing risk to the Isle of Man.
The FIU has put considerable focus on assessing the money laundering risk to
the island and has reviewed the National Risk Assessment 2020 (NRA) to identify
areas in which the FIU can mitigate risks and inform the IOM of money laundering
and terrorist financing threats. From this review, the FIU has published and
planned further typologies and risk assessments based on the findings of the
NRA. These typologies tied in well with the findings from the FIU’s Risk
Assessment of COVID-19 on Money Laundering to the IOM in April 2020 and the
subsequent review in early 2021. It was identified that there were risks of human
trafficking and money mule activity on the island in the COVID-19 Risk
Assessment as well as mentions of human trafficking in the NRA; the FIU has
produced typologies on human trafficking and money mules for the regulated
industries.
The FIU has been successful in becoming involved in UK initiatives by publishing
an article in the UK NCA FIU SARs Newsletter using a social media contact.
Significant progress has also been made in establishing contacts with the National
County Lines Coordination Centre (NCLCC) and the Regional Organised Crime
Units (ROCUs) since the increased coordination with the FIU and the
Constabulary in relation to drugs Organised Crime Groups (OCGs).

Pillar 2
To consider actions that will improve closer collaboration between the FIU
and Law Enforcement Agencies.
The FIU conducted a significant review of intelligence packages that have been
disseminated to the IOM Constabulary and identified that there were areas for
improvement and as a result of this review, the FIU has completely restructured
the intelligence report process to be more comprehensive for the end user. This
has received good feedback from the FIU’s partner agencies who have expressed
that the intelligence reports are now more detailed and therefore more beneficial
5

“significant
outreach to a
variety of
audiences…”

for their investigations. The new intelligence report is based on the Egmont
Operational Analysis process and therefore provides more detailed analysis and
focus on possible criminal offences; this has also increased the use of Egmont
Request Forms from the FIU to partner FIUs throughout the world in order to
ensure the full intelligence picture is known.
The FIU has made great progress in establishing an internal Law Enforcement
Liaison Team (LELT) which comprises of a Supervisor, Senior Analyst and an
Officer, to be integrated into the Constabulary on a regular basis. The LELT have
secured a position at the Police HQ twice a week in order to increase awareness
of the FIU and assist in parallel financial investigations. A programme of education
and promotion of FIU services has commenced with further presentations
planned.
The FIU has built on and developed an excellent relationship with the
Constabulary’s Drugs and Organised Crime Unit (DOCU) with the FIU providing
high quality and timely intelligence to their investigations meaning that
communication and sharing of information between both agencies is frequent.

Pillar 3
To develop systems that will allow the FIU to more effectively analyse SARs
and other data, as well as other types of financial intelligence and relevant
information. To perform operational analysis thereby adding value to SARs
and the subsequent intelligence product.
During this time, the FIU has worked and is continuing to work, on increasing its
presence online and on social media platforms. The FIU’s website is fully
functional and now has a good amount of content, including FIU data available
publicly in line with the IOM Government’s Open Data Policy. The FIU LinkedIn
and Twitter pages offer professional platforms to share information on to a wide
audience, as well as the use of YouTube to share FIU produced videos. There
has been a number of short, informative videos that the FIU has produced
throughout the year, this includes topics of: human trafficking, money mules,
SARs, COVID-19 and a general FIU overview of 2020, as well as a recording of
the live Q&A webinar on the SAR and Good Practice Guidance published. All
videos act as a support to documentation published on these topics and highlight
the key points to consider in an easy and accessible manner. The FIU continues
its commitment to producing more video content and has invested in a recording
suite with high quality equipment. The set-up has received praise from Egmont
and the FIU were invited to record a video to be included in Egmont’s e-learning
course on Professional Money Launderers.
The FIU has provided significant outreach to a variety of audiences including the
Law Society, new law recruits, new police recruits, the ACSP, gaming MLROs and
regulated organisations giving information on the FIU and relevant statistics and
typologies for their sector. The FIU has also provided talks in schools as a direct
result of the money mule risk assessment in order to mitigate the threat of
younger people being involved in this type of activity. The FIU has also committed
to contacting the MLROs in instances where a disclosure has been particularly
good or where improvements are required, this is with the aim of developing the
feedback channels and ultimately receiving higher quality intelligence.
The FIU identified that the use of Altia software enhances the capability of
analysis in investigations and has been particularly useful in assisting the
Constabulary with criminal investigations. PowerBI is also another analytical tool
that has been purchased more recently, the software provides a visual dashboard
of data that is interactive for the user which can be from an analysis point of view
or to present data to internal and external parties.
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Pillar 4
Development of staff knowledge and expertise in the identification of money
laundering & terrorist financing utilising virtual currencies.
The FIU has established members of staff at both management and officer levels
that have a degree of expertise in the virtual currency sector, there have been a
number of webinars, e-learning courses and qualifications obtained. This includes
a management level ICA Specialist Certificate in ML Risk in New Technology who
has also attended and contributed to the Egmont IT Professionals Meeting, as
well as 4 members of staff attending an online Cryptocurrency Conference hosted
by Interpol and the Basel Institute.
One of our officers has also produced a Specialism Report on Cyber; Crypto,
Block chain and Fintech Updates which is used internally for the focus of further
development and as a beneficial resource for the FIU. The report considers the
disclosures received by the FIU from and about this industry, typologies, areas of
potential concern and developments in this sector.
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The International Partnerships
IACCC
On 30 July 2020, the International Anti-Corruption Coordination Centre (IACCC)
launched a new Associate Membership Scheme. This allows law enforcement
agencies from smaller financial centres to join the IACCC as Associate Members
having signed a Memorandum of Understanding. Associate Members can rapidly
exchange intelligence with the IACCC to assist with the development of the
intelligence picture on grand corruption cases. The IACCC will be able to provide
further support to partners across the world with grand corruption investigations,
including the facilitation of Mutual Legal Assistance (MLA) requests between their
jurisdictions.
The IOM FIU values the interaction with the IACCC and has obtained good results
from the communication links that the IACCC have created. In one example, a
politically exposed person (PEP) and highly publicised individual was subject to
an investigation on the IOM and another jurisdiction on allegations of Grand
Corruption in their country. The IACCC facilitated communication between both
jurisdictions which eventually secured a Worldwide Freezing Order.
The associate membership provides a monthly conference call between the
agencies which highlights training opportunities and two members of the FIU have
benefitted from undertaking the ICA Specialist Certificate in Anti-Bribery and
Corruption with the support of the IACCC. The IOM has benefited from the
appointment of an Anti-Bribery and Corruption Project Manager in this time, who
the FIU has a good relationship with and work is continuously developing in this
area. The FIU is part of the IOM’s Bribery and Corruption Working Group hosted
by the Anti-Bribery and Corruption Project Manager which regularly meets.
The IACCC Associate Members are:


The Cayman Islands Anti-Corruption Commission



The Gibraltar Financial Intelligence Unit



The Guernsey Financial Intelligence Unit



The Isle of Man Financial Intelligence Unit



The Jersey Financial Intelligence Unit



The Mauritius Independent Commission Against Corruption



The Seychelles Anti-Corruption Commission



The Turks and Caicos Islands Integrity Commission

These agencies have joined the existing core IACCC Members, consisting of law
enforcement
agencies
from
six
countries
and Interpol.
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The Technology
Technology is an essential tool within the FIU to continue the fight against money
laundering and terrorist financing, its importance in supporting the strategic pillars
is second only to the people in the FIU. Mitigating the consequences of COVID-19
reinforced this as without some of the technology certain functions would have
been compromised.
During 2020/21 the FIU has Enabled all staff to have the opportunity to work from home, utilising issued
devices communicating over secure networks.
Enhanced the capability of the FIU’s video conferencing capability utilising
Teams / Zoom and other technologies where appropriate.
Changed significantly the type of communication being undertaken by the FIU this
involved the commissioning of an in-house video ‘Studio’ to be able to record
valuable clips and longer videos in a semi-professional manner without the use of
third parties. This resulted in several videos being released during lockdown to
communicate current threats and typologies.

David Baker
IT Lead / Data Protection
Officer

Used the same equipment as above to engage with panels and talks as team
members from all grades have been panel members and speakers to virtual
events.
Released further changes in Themis to improve checking for Sanctioned
individuals, improved workflows in the office and the ability to move all
communication with industry into the Themis system.
The FIU’s technical capability has also been utilised in cross Government projects
including the Ultimate Beneficial Ownership register and linking into other
Government systems and the FIU is keen to break down the walls of siloed
information to support its functions.
The FIU has continued to grow the already strong relationships within the Quad
Island Group and constantly looks for savings where multiple jurisdictions can
invest in technology and knowledge sharing.
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The 2021/22 Annual Plan
Following the success of the 2020/21 Annual Plan, the FIU has identified five
strategic objectives for 2021/22 which seek to develop initiatives and strategies to
expand the knowledge and capabilities of the FIU and to further understand the
risk presented to the IOM from money laundering and terrorist financing. The plan
supports the FIU and the IOM continue to move towards evidencing effectiveness
with the FATF eleven immediate outcomes. The plan compliments the IOM’s
Financial Crime Strategy 2021 –23.
The five strategic objectives for the 21/22 annual plan are:
1. To work with the regulated sector MLROs, and regulators to improve the quality
and security of reporting across all sectors. Further develop Government
Department’s financial reporting officers (quasi MLROs) to better understand and
thereby mitigate the risks of money laundering (ML) within government;
2. To foster and develop Public Private Partnerships (PPP’s) to leverage the skills
and knowledge of the regulated sectors to support the Island’s Financial Crime
Strategy stated priority objectives, mitigating the risk of money laundering and
terrorist financing on the Isle of Man;
3. To continue to seek an improvement in the use of financial intelligence to
successfully investigate and prosecute money laundering and terrorist financing
offences, and confiscate the proceeds of crime. Focus on the further development
of Public Public Partnerships.
4. Implement the necessary changes identified by the statistical review led by
Cabinet Office to improve the Island’s effectiveness in respect of the FATF 11
IOs; and
5. To collaborate with the new Anti-Bribery and Corruption Project Manager
(ABCPM), supporting the focus on how national responsibility for, and oversight
of, anti-corruption measures should be established (this may include establishing
a specific oversight body) and drafting, for adoption, a national Anti-Bribery and
Corruption Strategy. Increase awareness of the risks of ML and TF associated
with the proceeds of corruption in the regulated sectors.
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The Statistics
This report, unless stated, covers April 2020 to March 2021, using the same time
period the previous year as a comparison.
There were 2651 disclosures submitted to the FIU in the 2020/2021 financial year
compared with 2022 in 2019/2020, making an increase of 629 (31.1%).
There has been a significant increase in the number of disclosures submitted
under the Proceeds of Crime Act 2008 (“POCA”) by 578 (35.1%).
The number of disclosures submitted by each sector is fairly consistent, with the
most notable differences being in the Virtual Currency Services and the Online/Egaming sectors with changes in reporting of -43.9% and +180% respectively.
The number of requests for consent has increased by 15.6% but the number of
consent requests refused has slightly declined.
The FIU has received 267 international and 307 domestic requests for
information, as well as 198 international and 46 domestic spontaneous
disseminations in comparison to the 1473 intelligence reports that it has sent out.
Receiving feedback from international jurisdictions remains a challenge, however,
improvements in this process are due.

General Disclosure Statistics
Disclosures Received by the FIU
Legislation
There were 2651 disclosures submitted to the FIU in the 2020/2021 financial year
compared with 2022 in 2019/2020, making an increase of 629 (31.1%).
The comparison of data between 2019/2020 and 2020/2021 as shown in Figure 1
below identifies that there has been a significant increase in the amount of
disclosures submitted under the Proceeds of Crime Act 2008 (“POCA”) by 578
(35.1%). This is attributable to the significant increase in reports made by the
Online / E-gaming sector as outlined in the next section of this report.

Jilly Christian
Senior Analyst

“There were
2651
disclosures
submitted to
the FIU in the
2020/2021”

Figure 1

There is a slight increase in the number of disclosures submitted under the
Financial Intelligence Unit Act 2016 (“FIUA”), from 371 to 413 (11.3%). The
number of disclosures submitted under the Anti-Terrorism and Crime Act 2003
(“ATCA”) has also increased from 2 to 10 whilst financial sanction matters remain
consistent.
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Sectors
Figure 2 outlines the number of disclosures received by each sector in 2020/2021
compared with the previous financial year, 2019/2020.

Figure 2

The number of disclosures submitted by each sector is fairly consistent, with the
most notable differences being in the Virtual Currency Services and the Online/Egaming sectors with changes in reporting of -43.9% and +180% respectively.

All data
available in
open data
formats on our
website www.fiu.im/
open-data

Technological and labour advances have increased the ability to identify and
report on suspicious activity within the eGaming sector; whilst communication
between the FIU and the virtual currency sector have allowed for reporting that is
more in line with expectations as well as upholding the legislation requirements.
Consent Requests
There has been an increase in the number of consent requests received in
2020/2021 compared with 2019/2020 from 900 to 1040 (15.6%).

Figure 3
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Spontaneous Disseminations & Requests
Inbound to the FIU
All inbound spontaneous disseminations and requests for information, regardless
of source, are recorded on Themis as a ‘FIM’ report.
Table 1 below outlines the number of requests and spontaneous disclosures that
have been received by the FIU in 2020/2021 financial year.
Jurisdiction
United Kingdom
Others (under 2 FIMs)
Guernsey
Jersey
Germany
India
Malta
France
Italy
Croatia
Liechtenstein
Denmark
Romania
Argentina
Belgium
Grand Total

Request
84
115
8
9
12
13
5
6
4
2
2
2
2
1
2
267

Spontaneous
Disclosure
147
26
8
6
3
0
7
0
0
0
0
0
0
1
0
198

Grand Total
231
141
16
15
15
13
12
6
4
2
2
2
2
2
2
465
Table 1

In line with expectations and previous years, the FIU receives significantly more
requests for information than it receives spontaneous disclosures of intelligence
from both international and local agencies. The table above illustrates that the UK
is the FIU’s biggest contributing agency by a significant amount, which is also in
line with expectations.

Outbound from the FIU
Egmont Requests
Figure 4 below illustrates the number of Egmont requests sent from the FIU to all
jurisdictions, there were 94 in total over the time period. The data shows a
considerable spike in June 2020 due to an ongoing Operation being conducted by
the FIU.

Figure 4
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Intelligence Disseminations
Figure 5 below illustrates the number of disseminations sent during 2020/2021 by
the FIU to both international and domestic agencies. There were 1473
disseminations sent to 117 other jurisdictions worldwide.

Figure 5

All data
available in
open data
formats on our
website www.fiu.im/
open-data
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